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WHO WE ARE

Company facts and figures

SERVING

over 3 MILLION subscribers

GROWING

with over 1,300 EM PLOYEES

GLOBAL

employees in 2 6 countries

INNOVATING

over 56 patents granted / pending

&

THREAT

MANAGEMENT

Integrated portfolio of
technologies delivering
comprehensive protection

VULNERABILITY
MANAGEMENT

Global Threat Database
feeding Big Data back-end

COMPLIANCE
MANAGEMENT

Leading provider of cloud
delivered IT-GRC services
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WHO'S RESPONSIBLE FOR WHAT

Oversight, Responsibility, Enforcement

PCI Security

Standards Council
DISCeVER. Hucs | Lo VISA

Qualified Security
Assessor (QSA)

Merchants Processors Banks

» Perform assessments and provide
support to merchants, processors, banks

» Submit compliance report or other form Compliant policies, systems & procedures
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PCI BASICS

PCI DSS defined

« Cardholder data is any personally identifiable data including:
— Primary Account Number
— Expiry Date
— Name
« Sensitive Authentication Data must also be protected:
— Full Track Data (magnetic strip)
— CAV2/CVC2/CVV2/CID (3 or 4 digit code)
— PIN/PIN Block

« All merchants accepting debit/credit cards must comply with the PCI
DSS at all times.
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PCI BASICS

PCI DSS defined

The Payment Card Industry Data Security Standard (PCI DSS) is a

set of 12 requirements designed to protect cardholder data

Applies to all merchants, systems, networks and applications that

process, store, and/or transmit card numbers

Build and Maintain a Secure Network and Systems (2)
Protect Cardholder Data (2)

Maintain a Vulnerability Management Program (2)
Implement Strong Access Control Measures (3)
Regularly Monitor and Test Networks (2)

Maintain an Information Security Policy (1)

P2 Trustwave:
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PCI DSS

Key terms

Self-Assessment Questionnaire (SAQ)

— A questionnaire designed to assist organizations in self-evaluating
their IT and payment processing environment

Vulnerability Scanning

— Helps secure your business by identifying weaknesses in your
network and applications

Qualified Security Assessor (QSA)
— Certified to validate that a company is compliant with the PCI DSS

Approved Scanning Vendor (ASV)

— Certified to perform vulnerability scanning
Pa Trustwave

Smart security on demand
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VALIDATION ACTIONS DEPEND ON LEVEL

Merchant Validation Actions Validated By Deadline
Level 5 ? 5
Annual
Self-Assessment Merchant
Any merchant that processes | Questionnaire
20,000 to 1 million
e-commerce transactions 6/30/05
annually Quarterly Network | Approved
Scan Scanning Vendor
Any merchant that processes | Annual Validation
up to 1 million brick- | Self-Assessment | Merchant requirements
and-mortar Visa Questionnaire and dates are
transactions, or less than .
- determined by
20,000 Visa/ I A q !
e-commerce transactions Quarterly pproye the merChant S
annually Network Scan Scanning Vendor | acquirer
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THE RISK OF NON-COMPLIANCE

« Large corporations that have been breached make it to the evening
news

 What doesn’t make the news is that SMALL MERCHANTS are at
the greatest risk of a data breach

Trustwave found that 90% of merchants
that have data stolen are small businesses.
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PCI DSS COMPLIANCE

Sound business practice

 Fundamental security best practices
— Avoid fraud
— Helps to understand own system better
— Clarifies where data is stored

« Upholds brand name
— Adds value to name
— Increases consumer confidence

* Non-compliant or compromised business
could expect:
— Damage to their brand/reputation
— Investigation costs
— Remediation costs
— Fines and fees

P2 Trustwave:
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GETTING STARTED

WITH TRUSTKEEPER
PCI MANAGER
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GETTING STARTED

% Trustwave: WELLS

Getting Started with TrustKeeper® is easy.

Register your business today.

Get Started

Already Registered? Login

Welcome to the Trustwave PCI Compliance Service Program. This program is designed to help you understand and respond to
the data security needs of your business - especially if you accept credit cards for payment.

To get started, you simply need to register. The PCI wizard will walk you through the self-assessment process.

What is PCI DSS? Become Compliant About Trustwave Support .

P2 Trustwave:
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REGISTRATION — THREE EASY STEPS

Step 1: Enter merchant information

TrustKeeper — .

Registration

- w. | [
Start My Business Register

Company Information Authorized Contact
Company Hame: s 9 Primary Contact: *E This is for the actual PCI certification
user, who will be the primary person

Merchant I 4 a contacting support.

First Name:
Country: #| United States of America L ]

ZIPiPostal Code: 4 Last Name: 4

% Reguired Field Email: 4

Phone Number: 4

P2 Trustwave:
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ASSESSMENT OVERVIEW

Customized step-by-step workflow

Trustwave:

TrustKeeper

PCI Manager PCI Home Merchant Profile Scanning Security Policy Training Documents

no system notifications

- N ~
Start Over Q 1 Overview 2 Merchant Profile 3 Business Environment 4 Questionnaire

Next Steps

This is the largest step,
where you will:

* Contact Info * Products and Payment

.« Account Details . Applications

* Review Merchant IDs .+ Web Sites

* Service Providers

+  Network Vulnerability
Scan Setup (if
applicable)

* Choose Express
Renewal, if qualified

+  Complete the PCI Self-
Azsezsment
Questionnaire, using
the PCI Wizard or
expert form

+ Review and Submit
your Self-Aszessment

g —
J —

i —
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BUSINESS ENVIRONMENT

Guidance for scanning and tuning the workflow

Trustwave:

TrustKeeper

PCI Manager PCI Home Merchant Profile Scanning Security Policy Training Documents Tru

no system notificabions

Start Over D 1 Overview 3 2 Merchant Profile 3 Business Environment ) 4 Questionnaire

Card Acceptance > Products > Scan Setup

Products

Flease identify any devices (terminals, payment software applications, services, etc.) yvou use to process credit card purchases from your
customers in persen, over the phone, or through mail order.

Product Wersion Product Type Entered By Severity

Microz 3700 5.0.0003.0418 Payment &pplication v L [ | a

[] T don't use any devices to proc

Previous ‘ [ ot ]
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SCAN SETUP

E-commerce website or physical location?

Ofsikeerer @ & W W
VN

endpoint messages store

Add Scan Location

P2 Trustwave:
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EXPERT FORM OR PCI WIZARD

Simplify completion by selecting the Step-By-Step Wizard
O ustkeeper ¢ " w

PCI Manager PCI Home Merchant Profile Security Policy Training Documents Trusted Commerce

F= notification history available

Start Ower Q 1 Overview ‘) 2 Merchant Profile s 3 Business Environment \) 4 Quastionnaire )

Wizard Option > ...

@ Step-By-Step Recommended

1'd like to simplify completing the certification
process. Take me to the step-by-step PCI
Wizard:

O Expert Level Form

I understand the requirements of PCI DSS
and I know which SAQ to complete. Skip the
Wizard.

[ previous | [ mext |

P2 Trustwave:
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PCI WIZARD

Trustwave’

TrustKeeper

PCI Manager PCI Home Merchant Profile Scanning Security Policy Training Documents Try

no system notifications

Start Over Q 1 Owerview 2 Merchant Profile > 3 Business Environment 4 Questionnaire >
Wizard Option = Card Data Storage & Processing = PCI Wizard = Self-Assessment Questionnaire Form
A, Card Data Storage & Processing Save & Close

Credit Card Data Storage

[] ¥es, I have a payment application or device that stores credit card data.

Yes, I store credit card data in some other way.

MNone of the above - I never store credit card data.

O
O
(|
]

| << Pravious , | Next ==
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HELP ALONG

THE WAY

Contextual help and tips throughout + 24/7/365 helpdesk

Credit Card Data Storage

Does your business stare any sensit
Yes, my website stores credit

Yes, I store credit card data in
Yes, I receive credit card data

Yes, I store credit card data in

O0O000®

None of the above - I never st

|_=< Previous | [ Next »»

X Card Data Storage & Processing

Help

If vou record your customers' credit card
numbers electronically, it greatly increases
wour risk since an intruder who gains access
to this sensitive data will be able to retrieve
hundreds or thousands of credit card
numbers. In such an event, your business
may be responsible for numerous fees and
fines related to this loss. In addition, your
business will likely suffer a loss of reputation
among your customers. Storing your
customers' credit card data electronically
elevates yvour rizk to "high", and the PCI DSS
requires that yvou undergo a much mare
rigorous self-assessment process to ensure
you have sufficient safeguards in place.

v Data Protection

Application Security

Custom Web Applications

Why Is This
Who is responsible for the software I m po rta nt? t powe|

O I rely on a servige provider to| If you write your own custom web
applications, or customize the payment
engine for your Web site, you need to make
sure you follow industry best practices for
O 1 use a customized shopping =zecure software development.
myself.

O I use a commercial shopping
customization.

3

<< Previows | | Next >> |

[ Wireless Security

[ Physical Security

& Cal’d Data Sensitive credit card data includes the full credit
card number, the 3- or 4-digit card walidation
code, PIN data, or full magnetic stripe data (track

Credit Card Dat data) from a credit card.

Yes, I store credit card data in some other way.

Mone of the above - I never store credit card data.

|_<< Previous || Next >

L
O
(|
O
]

‘ Internet and Network Secu“ty Encryption is & is @ method to protect cate by

rende-ing it unreadabls wtheut a mathematical
"key". "Strong snoyption” (as cpposed to "weak
encryption") is encrypton based on industry-
testec ard accepted technigues that heold up
bester st any stempts to break them and read
Secure Communication for Payment Data "' the data.

Secure Communications

For your payment applications and point-of-sale (POS) terminzls, is strong encryption ALWAYS used to tran|
during both authorizetion and setlerrent?

O Yes
O No

| << Previous | | Mext>> |

Device & Computer Security
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GUIDANCE TOWARDS COMPLIANCE

Click here to submit results without resolving issues

. Action Required! You have PCI issues to resolve. - —o
To Do List B

Use A Firewall to protect your business
from hackers.

% Internet and Network Security [(Reviewgea | | | Securely destroy documents with credit

card numbers.

Keep paper receipts locked and

v Secure Communications [(ReviewQeA protected at all times.
Change default settings for all
computers and devices,

¥ Device & Computer Security [ save & close

Action Required
* Change default settings for all computers and devices.

These have been added to your To Do list to help you track them.

[ Review Issves How | [ continue >> |
v Secure Management and Monitoring [(Reviewgaa |
%X Physical Security [(ReviewQeA |
v Security Policies [(Reviewo A |
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SCAN RESULTS

Online and offline (PDF) scan results

PCI Manager PCIHome  Merchant Profile Security Policy ~ Training  Documents  Trusted Commerce
no system notifications Support & Community v
Scan Results | Scan Setup
Scan Report: 06/06/2015 12:39 AM v l
I Dispute Finding ‘0 Ask Support PDF Report @ All
Status IP Domain Pratocol Port Severity PCY | CVE Vulnerability Name
tcp 443 L] [0] SSL Weak Encryption Algorithms &
tep 443 CVE-2000-0649 Private 17 Address Leaked through HTTP
Headers
tep 80 CVE-2000-0649 Private 1P Address Leaked through HTTP
Headers
tep 243 HTTP TRACE
tep 80 HTTF TRACE =
tep 0 System Responds to SYN+FIN TCP Packets
top 443 CVE-2002-0419 11S Authentication Method 1D
tep 80 CVE-2002-0419 115 Authentication Method 1D
tep 443 CvE-2002-0422 WebDAV Reveals Internal 1P L]
tep 80 CVE-2002-0422 WebDAV Reveals Internal IP
tep 443 1IS Failure To Log Undocurnented TRACK
Requests
tep 80 115 Failure To Log Undocumented TRACK
Requests
top 80 Discovered HTTP Methods
tep 443 L] Discoverad HTTP Methods
-
Displaying 1 to 23 of 23 Page 1 of 1

A Trustwaver

Report Date: 2016-02-04

Company Hame: James jedly Baan Store 208 Company Name: Trustwave Holdings, Inc.
Contact: * Title: Contact: Trustwave Supprt  URL: W, trustwave.com
Telephone: i Email:  § com Telephone: 1:800-363-1621 E-mail: support@trustwave.com
Business Address: 70 W Madson St Business Address: 70 West Madison St. Ste 1050
City: Chicago State/Province: llinos City: Chicago State/Province: IL
21PPostal Code: 80502 Country: us 21P/Postal Code: 60602 Country: us
Scan Status.
Fal Scan Compliance Status
2 Number of unique components scanned that are in scope.
1 Mumber of dentifed faling vulrnerabilties
0 Number of by Trustiesper 3
20151028 Date Scan Completed
NiA  Scan Expiration Date (3 months from Date Scan Completed)
] Scan Customer Attestation Approved Scanning Vendor Attestation
James . ol PO Ths Trustwave 370140 (2018,
0SS, dats 37020109 2014), 3702:01.08 013), 3702.01.07 (2012), 37020106 (2011), 3702 01.05 (2010), acconding
envoomen, "
James 1) it il
responsioaty, vy o
‘extemal vuinerabiity scan requirement of the PCI 0SS, This scan does not represent James Jelly Bean Stare , and review
OSS or e y wih cther PC1 DSS. 1 nd This report
requirements. ity
Signature Printed Name
Tide Date
e
Drssomination, prioe per Trsstwave ind
Jamas oty Soan Store 425 Page 109
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CERTIFICATION DOCUMENTS

" Trustwave®

Status:
Version

Altested By

Awarded To:

Clhient Authorization:

PCIDSS
Certificate of Compliance nses ez 72330043

Self-Assessment Questionnaire

Pass 2015.01-12 16:33:40, valid through 2016-01-12
SAQEB
Tast Tasl, Cramer

Demao_Company 27

. Security =
Standards Council

Payment Card Industry (PCI)
Data Security Standard

Attestation of Compliance for
Self-Assessment Questionnaire B

Version 3.1
April 2015
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TRUSTED COMMERCE SEAL

Display a “seal of approval”

P2 Trustwaver Languages:

Your credit card and identity information are secure.

COMPLIANCE: VALIDATED Trusted Co) g
Click to Validate

Organization: James Jelly Bean Store £28 valid: 2/4/2016

Based upon information provided by James Jelly Bean Store #28 regarding its
policies, procedures, and technical systems that store, proess and/or transmit
@rdholder data, James Jelly Bean Store #28 has performed the required procedures

1o validate compliance with the PCI DSS.

COMPLIANCE

Buy Trusted Commerce Refer a Website Report Seal Misuse

Disclaimer: Trustwave Holdings, Inc. makes no representation or warranty as to whether James Jelly Bean Store =28
systems are secure from either an internal or external attack or whether cardholder data is at risk of being
compromised. Trustwave Holdings, Inc. makes no representations or warranties regarding this company's business
activities or operations. Please contact the company displaying the seal if you have questions about their products,
SErvices or Customer support.

£ 2016 Trustwave » Ph: B77-262-4766 = (312-873-7500 outside U.5. or Canada) = info@trustwave.com

Termms of Use | Pnvacy Policy

Trustwave

Click to Validote

P2 Trustwave:
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SECURITY POLICY ADVISOR

Sample security policies and supporting documents

Trustwave"
TrustKeeper @ -1]
MESS30es

PCI Manager PCI Home Merchant Profile Security Policy Training Documents Trusted Commerce

S= notification history available

Your Security Policy Supporting Documents
These supplemental documents are available if needed to help you
Security Policy Document implement the security policy you adopt.
Documents Download
[ D l [ L R Security Awareness and Acceptable Use Policy Jdoc  .rif
Authorization Reguest Form Jdoc  .rf
Instructions: A security policy template has been drafted for your Media Inwventory Log doc Lt
Et;sr:rl:s:; zI::I?;p;zn;uc:‘itst:’;scgic;;ienn;;@ review it carefully, filling in the Periodic Operational Security Procedures doc itf

Sample Security Policies ==
*.DOC - Microsoft Word format / .RTF - Rich Text Farmat (WordPad, TextEdit, etc.)

MNote: These are palicy templates and may need modification to fit your specific businsss snvironment, These documents are intended as an aid to assist you in developing
policies and procedures for your business and systems that adhere to the Payment Card Industry Dats Security Standard. Adopting these policies doss not gusrantee that you

will become PCI compliant or that your systems are sscurs. Trustwave makes no repressntations or warrantiss and specially disclaims any and all representation and
warranties regarding these policies,

P2 Trustwave:
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SECURITY AWARENESS EDUCATION

Online training based on different industries and roles

Pt ir-

Trustwave- - Tsikeeper -
TrustKeeper @ !q-l -\n e ] =3
messages store

2 : o E-mail Security
PCI Manager PCI Home Merchant Profile Security Policy

Lesson Overview

no system notifications

Security Awareness Education

1 Select Your Industry Change Answer

‘ Retail )

1148

2 Select Your Training Options Change Answer [Lnex |
: Your training options Basic vs. Premium
Basic
Exil
3 Take a Course Security Awareness
Managers @ Associates @ Lossan Gverview
nd the Importance of

* Payment Card Industry Overview * Information Security o Ul ol

» Information Security *  Security Awareness Overview

s Security Awareness s Sensitive Information

* Sensitive Information * Secure Practices for Retail

* Social Engineering Associates

* Physical Security

s PC Security

* Email Security

* Password Security

*  Web browsing Security

* Security Awareness for Retail

Manaaers 115

max |

P2 Trustwave:
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USER MANAGEMENT

Create additional users to work as a team

endpoint MESSA0ES store

T @ & W W
VS

New User

Customer Name James lelly Bean Store #28 Phone
Fax
Mobile Phone

Mobile Email

Language English (US) L4

Two Factor [ |

CountryiRegion | please Select...

State/Province

City

Postal Code

P2 Trustwave:
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EMAIL NOTIFICATIONS

% Trustwave % Trustwave P2 Trustwave:

- I

SECURE YOUR BUSINESS COMPLIANCE STATUS: INCOMPLETE EXPIRING SOON!
AND YOUR CUSTOMERS' DATA. Your annual I*C! certmcation requres attention. “Your annual PCI cenification IS duc soon.
Cieel starlend Iodeyl . . -

Accondang b vun neconds, your annsal PUTSell Assessmen] Quesbonmsne, o SALL, s The: BCI Seff Ansessment Questisanaine far test weleome: 1 wil cxpire on

b startacd hat i 2 ta
1 nesagh your u-mm,l.pm.ﬁqu.h.ekqu...w B, yuu |..“,= |,=L.II pretegrsteied m e & e Ml oy mbn DinrclBasrsyus® W Mincugs b soness g e ldezden Hesussg yon
Trestieeper PCI Manager  the inchestry’s Wi e b el oo geed el By, s by mil your sccoun ke addsess you slalus. cenmeanon baday can give you peace of mind knowing that youTe keeping your cusomers

ading ol -
program. Trustieaper M'Cl Manager will guide you thrcugh MSELMW H nerdded, you can mifie your Isamarme or passwnon on this page data - and ymur buesinass - Racins

and provide infoemation and MAEGIMAR &0 Yoal 30 JR SRCIITR
1 OGIN TONAY!

Talpfisl Tips to Complata tha Procass:

«  Onea logged in, your daskbosrd will display & continus button for itams that you have
ol shrlend el
& L3l bl solewy s usry ek B oo ek = e e i socb quesdum b
aton.

more Intonm:

Compeiry Kame:

Lompamy Kama
et wekcome: 1

INCOMI'LEIE

Mcrhant W)
34 96439

Ilave you logged In and need additenal heip?
e ik Conpic il

% Trustwave:

COMPLIANCE STATUS: EXPIRED

Yoan wrm A1 celilnzslon hes sxpusd

ﬂ Tr u S lWa Ve - Ihe 1] Seit-Assesament Uusshonnare for teat welkcome | expired on .

%2 Trustwave

SUCCESS!
You have completed the PCI cerification for test welcome 1.

e oy miley |uslReepen® PO Massger e enew juun calisabon, Hemewng pou
What's next? cratification today can i you poace of mind knowing that you'r keeping yoor cestomess,
- daln andyour hasncss soome
a1y wervice mchudes vuierdshly souns, preass elun monlbly b check e stahes SCAN STATUS: FAILING
of tha s2an Youwill rmesivn amails whan the scans am complated 1hsa wuilrwaaatndily sz ol leed wabcome 1 comipleseacd amd volnes alaliles haves
been found. LU LA

Bha KA yiow saimmttest e vl tor nan yane it Yo wall rmessan tmal remindern
‘o renew your complince next vear.

Nuring the: sean, Tararser® PRI Manager idestificd fat your noswerk i at sk (this

& Your ICI status 8 reporied to ALt |'ayment Soiubons on your behait. hapgens from time to fimel.

+ Ploosy il v minuos @ il us ow woo duing. Cick o [ —
B, SEINNG NS MU £ G0 G gy ey iy ool el sl .

‘olicy tole - available within . (g sean report that inchudes ¥ ) ———
Tristharper® PRl Manager vy bgging in r-qnhrh' and making changes. if needed namelizaim pont =
o Wy bervesoun v swivg e vesmerfision s
click the Ask rt Buscn, arview the 32 anning FAQE.

s PP
a Yoo meal vlenabibly scan s conenlly sciedubed o

Company Mame
teat welcoms 1

Crurgiy Mame

P2 Trustwave:
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GETTING STARTED
WITH

ENDPOINT
PROTECTION
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TRUSTWAVE ENDPOINT PROTECTION

Before you begin

» Trustwave Endpoint Protection Suite software works on a wide
range of operating systems including but not limited to the below:

— Microsoft Windows XP, Windows Vista, Windows 7, Windows 8/8.1,
and Windows 10

— Microsoft Windows Sever 2003, Windows Server 2008, and
Windows Server 2012

« Like installing any software on your system, system administrator
privileges are required in order to install Trustwave Endpoint
Protection.

» Active internet connection is required to download components for
installation and integration with your TrustKeeper cloud account.

% Trustwave:
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WHERE TO DOWNLOAD ENDPOINT PROTECTION

Download Installer and the browser will save to your computer

Trustwave:

TrustKeeper

Endpoint Protection Dashboard Service Devices

no system notifications

Current Results 2 Next Inspection| 4am Report A [&
Services Status Devices Status
|4 Security Health Check 0 Download Installer

|@ Point-of-Sale Software Compliance 7]
| = Credit Card Data Storage (7]
4+ Security Configuration e
|4 Unauthorized Devices 0

File Integr

Mobile Dievice Security

Total Alerts 0 Total Alerts 0
1 Click to run the installer

|
‘E TW-Endpoint_Protec....exe '| ¥ Show all downloads... X

P2 Trustwave:
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ASSIGN A NAME TO THE ENDPOINT

Give a meaningful name to this computer for easy tracking

_’f‘- Trustwave Endpoint Protection Setup

Note:

Endpoint Name
If yo u h ave m u Itl p I e paym e nt Enter the following information to personalize your installation, "1
processing locations or devices
we sugge st installin g End po int e e e e

Protection to each system.

Endpaint Name: CHI-CS-BNYLTY1

For tracking purposes we advise
a naming convention such as:

“Storel-POS1”, “Storel-POS2”,
“Store2-BackOfficeServerl”, etc. rack [ text ] [ conce

P2 Trustwave:
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ENDPOINT INTEGRATION WITH PCI MANAGER

Automatic IP target updates so you don’t have to

I have one or more Trustkeeper Agents a
installed at this location.

®

Agent Selection: | backOffice Winserver2

Add Scan Location
' |

1. Please specify a name for this |
Store, etc.).

2. lrustkeeper offers three ways to identify a physical locauon for scanming:

O I am currently at this location. Use the [P add-ess of the ccmputer 1

amusng l
@ I have onz o- more Trustkeeper Agents 0
in=tmlled =t this cc=ticn.

Agent Selection: | badcUffice_winsarverz? v ]

{0 1 wil saecfy the IP adcress.

3. James Jelly Bean Store #23 has full authority to allow Trustkeeper to scan
for vulnerabilities on the above location.

D I =gree
O I disagree

P2 Trustwave:
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RESOURCES

« PCI Security Standards Council:
— www.pcisecuritystandards.orq

— List of validated payment
applications, services providers,
and more

— Full version of the PCI DSS

« VISA CISP:
— http://www.visa.com/cisp

« MasterCard SDP:
— http://www.mastercard.com/sdp

P2 Trustwave:
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QUESTIONS? WE ARE HERE TO HELP.

Wells Fargo Getting Started Page:
» https://pci.trustwave.com/wellsfargo
« Have your Merchant ID handy

Customer Support Number — TrustKeeper
« 1-800-443-9825
« WellsFargoSupport@trustwave.com

%2 Trustwave’
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THANK YOU
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